Q-1

Enrollment No: Exam Seat No:

C.U.SHAH UNIVERSITY

Summer Examination-2018
Subject Name : Computer Security
Subject Code : 2TEO5CSE1 Branch: Diploma (CE)
Semester: 5 Date: 19/03/2018 Time: 10:30 To 01:30 Marks: 70

Instructions:

(1) Use of Programmable calculator & any other electronic instrument is prohibited.

(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Attempt the following questions: (14)
a) Release of Message Content is a Attack

A) Active Attack B) Passive Attack C) Both Aand B D) None of these
b) Who is the founder of Caesar cipher?

A) Bom Cipher B) D.B.Cipher C) Julius Cipher D) Julius Caesar
c) Full Form of SSL

A) Secure Socket Layer B) Secure Security Layer

C) Secure Set Layer D) None of These
d) Caesar Cipher is an example of

A) Poly-alphabetic Cipher B) Mono-alphabetic Cipher

C) Multi-alphabetic Cipher D) Bi-alphabetic Cipher
e) Anasymmetric-key (or public-key) cipher uses

A) 1Key B) 2 Key C) 3 Key D) 4 Key
f)  What is the Full Form of TLS?

A) Transport Layer Security B) Transport Layer Service

C) Transport Layer Layer D) None of these
g) Masquerade isan Attack

A) Active Attack B) Passive Attack C) Both A and B D) None of these
h)  Authentication is

A) Verification of User Identification  B) Verification of Data

C) Both Aand B D) None of these
i) CA Stands for

A) Certified Auditing B) Certification Authorities

C) Cyber Abuses D) Certificate Authentication
J)  The Original Message is called

A) Plaintext B) Ciphertext C) Simple text D) Encryption
k)  Which technique is used at a time two letter encrypted?

A) Onetime Pad B) Play fair C) Monoalaphabetic D) Polyalphabetic
I)  Substution box provides

A) Diffusion B) Confusion C) Both Aand B D) None of These
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Q-2

Q-4

Q-5

Q-8

m) Which attacks are called as masquerade attacks?

n)

a)
b)

a)
b)

a)
b)

A) Interception  B) Interruption  C) modification D) fabrication

User A if wanting to send an authenticated message to user B, it would encrypt

the message with A’s private key

A) Public Key  B) Private Key C) both key D) third party key
Attempt any four questions from Q-2 to Q-8

Attempt all questions
Explain Playfair with examples.
Explain OSI Security Architecture.

Attempt all questions
Write a note on "VPN". Also explain E - Mail Security.
What is a Firewall? Explain different types of Firewall.

Attempt all questions
Define Virus. Explain different types of Virus.
Explain Transposition cipher with examples

Attempt all questions
Explain Symmetric Cipher Model with suitable diagram.
Explain Phishing Attack in respect to real time scenario.

Attempt all questions
Explain SSL Architecture with suitable diagram
Write a note on “Secure Electronic Transaction”.

Attempt all questions
Define Digital Signature. Explain Digital Signature Algorithm.

Discuss Dos and DDos Attack in detail with appropriate example.

Attempt all questions
Explain Physical Security Component with examples.
Compare Centralized and decentralized infrastructure.

(07)
(07)

(07)
(07)

(07)
(07)

(07)
(07)

(07)
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(07)
(07)

(07)
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Q-1 <flalel weeldl WA 52U (14)
a)  Heu wmdldl usiad 2t 21252 €9
wi) dlsa vizs oll) [Asgla w25 Al) old sl utd ol &) sunidl 515 Al
b)  2dl»2 Aidsr- 22us si0L 9?2
u) oy, H1sz  odl) dofl. s wly oylany ;s &) sylany =dlaz
C) SsL < udl za3y
w) 41z w5z QU B) [asdiz [asiifz2l duz  =dl) Rasdiz Az Qa2 &) wumidl 515 ¢l
d) ez udsrd Gelsa &
1) Uiel-2ues102]s U152 ofl) Hicl-2iles1012ls UHe2
dl) HeZl-vuesloidls dissz 8y ola-mles1012ls HIHg2
e) Asymmetric U2 s2¢ll Key GuAlaL 5289
) 14l ol) 2 4l 4l) 34 )44l
f)  TLS 4 yz A g ?
A) 21-4Ul2 @Az [4saf2] B) zl-uulz @z A
C) zl-uUle QA2 QU2 ) wunmidl 5195 Al
g) MIRsWB_ s
) ulsr vizs  oll) [gla 2izauz C)old sl vidoll &) sumidl 519 44l
h) Authentication
2) 422 U [c2lE5uA-l asiuul. ofl) 221l As14p(l
2l) 1 w1 ofl oid &l) sumial 169 Al
i) CAHEZ22d
u) Al25158 wll3[2a1  oll) U504 2ig1RZ] wl) w01z w0 Sy uHIEYSL UHLELs2EL
) ad | R sealHl w1A 8
A) \dsh2522 B) A5 2522 C) Alel 2522 &) vilesraq
K) 541 2[5e15ell GUALIL D5 U 61 282 Did[502 24 97
A) a4 SH Ug B) 14 2dlaad) Hidizasiollzs ) uilasuesiolles
) aoteziad olisa 4 ueid 52 8
A) uzeL  ofl) Hotaw C) 3l w14 oil vid &l) wumiel 5165 Al
M) 541 GHALDAA HIZE2S GHAL 5691 697
21) weap oil) [Aau «l) 52512 &) 3654
N) o2 v, 671 4R oild w[Asd Hze HisddAl S269dl S, dl d viedl wiad(l A1u2 Az
vi[e512 529
u) Mz $l B) wil-oil 5l C) ot 5l D) ddlx ua 5\
Attempt any four questions from Q-2 to Q-8
Q-2 Attempt all questions
a) @z Gelzel wE UHMAL (07)
b)  OSI Security 25[2522 HHMAL. (07)
Q-3 Attempt all questions
a) "VPN"uz 25 did quil vid 9-He, [RsRE] qumdl. (07)
b) sz 9 £9? [AAH Us1RAL 5142414 AHMAl. (07)
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Q-7

Q-8

Attempt all questions
AL, ACALRA 530 (AAH UsIAL AU AHMAL.
2leruioblald UIs2 Grluzuil w12 UuHMdl

Attempt all questions
AR5 41052 HIZE 4 2104 eiisla 12 Aumdl
(s ua<dl Rala 2190 (sl gual uumal.

Attempt all questions
SSL wiif5zsaz 4 A10% 2tisld w1 uHomdl
"lasAR Haszilas 21e05UA" UR 25 AlM vl

Attempt all questions

[kl5yzd szdlaz [QalRA 521, [sloyza szdlar siellRay uHmAal.

DOS i<l DDOs 125 & 4194 GelzBL A1, [Aadui 2241 52

Attempt all questions
BeleRBl A1, =R Y4l a2sd uHmdl,

Slecd 2 [@5lgd stidzuionviel RuuHe(l s,

(07)
(07)

(07)
(07)

(07)
(07)

(07)
(07)

(07)
(07)
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